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Effect ive Date:   JUNE 1, 2017 

Approved by:   Sa lvador Arella  Jr . Sr. Biomedical Engineer /  Beni Cohen Director R&D   

Background:  

Ransom ware is a form  of m alware that  prevents or lim its the use of a com puter system  unt il 

a sum  of m oney has been paid.  Variants, nam ely “WannaCry”  (or sim ilar)  were observed 

infect ing com puters belonging to individuals and businesses, which included healthcare 

facilit ies and hospitals worldwide. 

Recommendations:  
 

1.  All SQA-V and SQA-VI SI ON system s are designed to operate “Offline” , which m eans 

they do not  connect  to a network or the internet .  

  

2.  I t  is not  recom m ended to use the SQA-V or SQA-VI SI ON to run any other software, 

other than what  is pre- installed by Medical Elect ronic System s. 

 

3.  USB hard dr ives and flash dr ives not  supplied direct ly by Medical Elect ronic System s 

m ust  be scanned for viruses or m alware before being used to t ransfer data to and 

from  the system . 

 

4.  Operat ing system  patches and service packs m ust  be installed by t rained I T staff 

m em bers using offline m ethods to t ransfer data ( flash drives, discs, etc.)  

 

5.  I f your I T staff recom m ends an operat ing system  upgrade on V-Sperm  Com puters, 

please verify with MES support  that  the new operat ing system  version will be 

com pat ible with the inst rum ent  and MES software.  Note:  SQA- VI SI ON 

inst rum ents m ust  rem ain on W indow s 8 .1  for  proper operat ion. 

 

6.  Medical Elect ronic System s does not  provide licenses for Operat ing System  upgrades.  

I n the case of an Operat ing System  upgrade to V-Sperm  com puters, I T staff m ust  

purchase, install and license the operat ing system  direct ly.  MES will assist  in 

reloading all necessary software pertaining to the system . 

 

7.  New V-Sperm  com puters with supported Operat ing System s are available for purchase 

direct ly through Medical Elect ronic System s. 


